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Abstract: Industry 4.0, which enables several technology advancements, including big data analytics and 

machine learning techniques, to merge into and mix with traditional manufacturing processes, is what enables 

the growth of smart manufacturing. Industrial Internet of Things (IIoT) technology is used in smart 

manufacturing strategies to enhance production processes. These methods make use of sensors from the 

Internet of Things that are mounted on physical assets. Industrial facilities may become smart and 

communicate information on their own thanks to IoT sensors. Making decisions concerning a company's 

operations may then be done using this information. Smart manufacturing techniques provide businesses a 

competitive advantage over their competitors since they may lead to higher profit margins, lower maintenance 

costs, lower energy usage, and better product quality. An architecture for predictive maintenance utilizing 

IIoT is suggested within the context of this study. An example case study from the auxiliary vehicle industry 

is given to show how a predictive model may be used to anticipate sudden failures of industrial equipment. 

Because of this, the manufacturing and maintenance cycle may be "smart." 

1. IntroductionBased on Internet of Things 

In this work, we present an infrastructure that can do predictive maintenance by using the Industrial Internet 

of Things. (Fig. 1). Sensors connected to the internet of things are put to use in the monitoring and data 

collecting that takes place in real time [1]. After the data has been collected, a PdM model is constructed using 

it via the use of various statistical tools and computer programs. An inventory of the components that comprise 

PdM systems is shown in the following.: 

 

Fig. 1: An Overview of Architecture 
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1.1. Internet of Things Sensors 

It is feasible for many kinds of sensors and cyber-physical systems to interact with one another and 

communicate with one another. Sensors are used to collect raw data. The temperature, humidity, pressure, 

current, vibration, air quality, footfall, gas, and weight are just some of the things that may be measured by 

some of the most popular types of industrial sensors that are enabled by the Internet of Things [2]. Another 

kind of sensor that finds broad use is the photoionization sensor. This sensor measures the amount of photons 

in the environment. This specific sensor is put to use for the purpose of determining the relative concentrations 

of various gases and volatile inorganic compounds [3]. When it is necessary to interpret the high-frequency 

sounds that are brought on by leaks, the ultrasonic sound sensor is put to use. 

1.2.Manufacturing impacts of industrial revolutions 

It is possible to identify the distinctive characteristics of each distinct industrial revolutionary age, the range 

of technological advancements, and specific milestones. [4] The adoption of steam engines and new 

production processes by the textile industry in the 18th century marked the beginning of the first industrial 

revolution. Manual labor is no longer used in production. Efficiency and production at work have consistently 

increased. The steamboat was yet another important advancement in the transportation industry. Additional 

characteristics include the use of modern materials like steel and the specialization of the personnel. [5] The 

second industrial revolution took place in the 19th and 20th centuries.  

 

Figure 2 depicts the lifecycle of intelligent energy. 

The basic pillars of this period were the invention of electricity and the concept of the assembly line. Henry 

Ford introduced belt manufacturing to the automotive industry, which once again opened up chances for 
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increasing output while simultaneously reducing costs. The first automated procedures also came into 

existence along with the development of computers. [6] The third industrial revolution began in the middle of 

the 20th century. The most noticeable elements are those related to digital technology, including robots or 

programmable logic controllers (PLCs).  

1.3.Benefits of using the Industry 4.0 idea in manufacturing firms 

In general, Industry 4.0 may be very advantageous to industrial organizations. [7] . Agile supply chain 

technology offers excellent support for logistical ideas like JIT. (just-in-time). It is very easy and quick to 

modify orders, respond in a timely manner, and customize the process to your needs on both the supplier's 

and the customer's end. 

 • Tools for prediction and monitoring - Because production organizations often operate continuously around-

the-clock, it's necessary to be on the lookout for possible IT system and production technology problems and 

production halts. Strong monitoring technologies that help with the early identification of issues or system 

failures fit us well within the framework of the Industry 4.0 concept.  

• System flexibility - Previously, there was minimal room for adjustment in the production process. The use 

of Industry 4.0 technology makes it possible to produce many variants of the produced item at once on a single 

line (different colors, different components on the line, etc.) while keeping the intended order [8]. 

 • Network technology flexibility extends beyond only designing network parts for communication speed, 

although this is essential for the manufacturing phase. The possibility of interacting with and communicating 

with the outside world does exist, however. As a consequence, the whole production process becomes more 

flexible and dynamic. Obviously, adhere to the essential security precautions while communicating outside 

of the company.  

• Digitization of documents and processes - this might also be considered as a prerequisite for the 

implementation of automated processes [9]. The horizontal chains (supplier-company-customer) should also 

be digitalized in addition to the vertical level. (Across the organization's departments).  

• Industry 4.0 technologies enable an increase in production capacity and efficiency. They can be used to 

optimize energy consumption, the manufacturing process itself, better resource redistribution, manufacture 

more items on the production line, and at the same time identify possible improvement areas. Saving money 

is always a valid defense for a benefit. Routine maintenance and fast monitoring improve the dependability 

of technologies by preventing unexpected outages and the effects they cause, such as equipment damage and 

downtime that has a negative influence on the entire production plan.  
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The result of properly functioning technology is a natural reduction in errors and accidents at work. [10] 

According to Deloitte's current resources and insights, automation, high-speed connectivity, machine 

learning, and low are the key criteria for the success of today's organizations. It is thus suggested to digitize 

all activities and invest in the most cutting-edge technology. Emerging technology currently carries 

competitive advantage. [11] The company also provides a list of crucial queries that a company should do if 

it wishes to thrive in Industry 4.0:  

1.4.Industry 4.0's perspective on automation 

In the context of Industry 4.0, the term "automation" may be understood as a group of technologies that allow 

the execution of machine operations and system operations with little to no human intervention. [12] This is 

the key contrast from manual labor. Such a system or device should include the following features: enough 

information on the device's running / operating state; cautions regarding possible hazards; and the capability 

of manual restriction or human intervention. Such systems may include, but are not limited to: HMI panels 

(Human Machine Interface), SCADA visualisations (Supervisory Control and Data Acquisition), PLC 

programmable devices, industrial robots, autonomous logistical devices, and other systems. Another 

possibility is the possibility of automated processes converging even at the system level. These gadgets either 

execute, backup, or keep an eye on something. (Automated surveillance). [13]  Each of the several production 

terminals has distinct qualities that enable interaction, programming, monitoring, and optimization amongst 

them. Some devices can also be operated remotely or on their own. The most common representation is of a 

robot since they can be programmed, are autonomous, and have security features. In situations like welding 

operations or on assembly lines, these robots replace humans. When considering automation within Industry 

4.0, it is essential to describe enabling technologies like Internet of Things (IoT), cloud computing, big data 
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analysis, 3D printing, artificial intelligence.

 

Fig. 3 illustrates the benefits of using automated manufacturing. 

1.5.IoT data gathering and connection 

Technology advancements throughout the most recent decades have changed how people acquire information. 

Information is currently being assembled from a number of sources. Mobile phone use, the use of wearable 

technology, and other technical advancements have become necessities. Despite the fact that data is being 

collected at a quicker pace, its structure has become more complex. 

The biggest challenge is the timely analysis of such massive data sets that have been collected from various 

sources and settings in order to use them for better decision-making in crucial areas like real-time operations 

management, the processing and evaluation of data that is generated by devices, and instantaneous defect and 

risk detection. Zhang, Li, Wan, Wang, and the others (2016). 

The Internet of Things (IoT), which connects objects, systems, and people, has changed industrial processes 

as a result of the rapid development of data protocols, smart devices, and technology [14]. This is taking place 

as a consequence of the fusion of these components. (2018) (Ansari, Erol, & Sihn). Production systems can 

interact with one another and exchange data thanks to the Internet of Things (IoT), which is at the heart of the 

revolution brought on by Industry 4.0. This increases overall industrial efficiency. 

(Lu, 2017). High-tech, self-sufficient robotic equipment that is surrounded by Internet of Things (IoT) sensors 

and connected with sophisticated software systems is often used in today's contemporary industrial operations 

[15]. The integration of robotic and autonomous equipment has been more popular in recent years, which has 

significantly increased the efficiency of industrial systems. 
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1.6.Applications of artificial intelligence in manufacturing 

Predictive maintenance, however, may benefit from data-driven AI systems that employ data acquired from 

IoT devices (Kanawaday& Sane, 2017; Yu et al., 2019; Wang et al., 2017). The goal of this project is to 

develop a predictive maintenance system that, by using machine learning methods, is able to provide precise 

forecasts of likely production line faults before they occur [16]. The most efficient model for addressing this 

problem was developed after a thorough analysis and comparison of many algorithms using a dataset based 

on the real world. 

 

 

Figure 4 shows the architecture for network slicing used in intelligent transportation. 

implementing the recommended strategy in a plant that produces consumer goods In order to test the 

effectiveness of the proposed system, we have installed it in a real-world manufacturing plant in Turkey as a 

use case in an additive layered manufacturing process. This will enable us to evaluate the system's 

effectiveness. This factory makes personal care goods including baby care, feminine hygiene, and home care 

products for a company that is the market leader in the production of consumer goods [17]. The next 

subsections will demonstrate how to use the suggested system and the underlying machine learning modeling. 

This will make it possible to convey our overall strategy via the prism of a particular case. 

1.7.Data preprocessing 

The dataset was acquired from production lines at a plant that was really running in the real world, making 

baby diapers. The data values that are produced by the device and that change over time are included in the 

variables. Data readings from a variety of in-built Internet of Things sensors made up the dataset. These 

sensors were primarily used to detect characteristics on various pieces of machinery in the manufacturing 

lines, such as motion, speed, weight, temperature, electrical current, vacuum, and air pressure [18]. The 
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information was gathered using Internet of Things sensors that were checking on the production system every 

three to six seconds. The dataset was composed of 8,389,515 rows and 101 total attributes. 

 

Fig. 5 shows the predictive maintenance system's architecture. 

The columns in the dataset were generally full with information. There were just a few columns with a small 

proportion of missing values, or around 1% of the data. It's possible that errors were made during recording 

the sensor reading in the database [19], which led to the missing figures. Since the percentage of missing data 

was so low, the median values of the pertinent columns were automatically filled in for the missing values. 

The only columns that weren't integers were timestamps. The analytical approaches become quite practical as 

a result. 

1.8.advanced manufacturing 

Utilizing state-of-the-art information and manufacturing technology to the fullest extent is the aim of 

intelligent manufacturing, also known as smart manufacturing, which aims to maximize production and 

product transactions [20]. It is regarded as a breakthrough manufacturing model based on cutting-edge science 

and technology that vastly enhances the design, production, management, and integration of the whole life 

cycle of a typical product. The whole product life cycle may be made more efficient by using advanced 

materials, clever devices, a range of smart sensors, adaptive decision-making models, and data analytics. 

There will be advancements in production effectiveness, service level, and product quality [21]. The capacity 
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of a manufacturing organization to handle the turbulence and changes of the global market may boost its 

competitiveness. 

 

 

Figure6..scenarios in the field of intelligent transportation. 

This idea is realized, in part, via the intelligent manufacturing system (IMS), which is thought of as the next-

generation manufacturing system and is obtained by adopting new models, new forms, and new techniques to 

transform the traditional manufacturing system into a smart system. In the Industry 4.0 era, an IMS leveraging 

service-oriented architecture (SOA) over the Internet to deliver collaborative, adaptive, flexible, and 

reconfigurable services to end users makes it feasible to create a highly integrated human-machine production 

system [22]. In order for managerial, technical, and organizational levels to coexist, this high level of machine-

human collaboration aims to build an ecosystem of the many production components in IMS. Through the 

provision of common aspects like learning, reasoning, and acting, AI plays a significant part in an IMS. As 

part of the German government's Platform Industrie 4.0 strategic goal, one example of an IMS is the Festo 

Didactic cyber-physical factory, which provides technical training and certification to major suppliers, 

academic institutions, and schools [23]. The use of AI technology may cut down on the amount of human 

involvement in an IMS. For example, materials and production compositions may be created automatically, 

and production processes and manufacturing activities can be monitored and controlled in real-time [24]. As 

Industry 4.0 continues to gain popularity, autonomous sensing, intelligent connectivity, intelligent learning 

analysis, and intelligent decision-making will finally become a reality. An intelligent scheduling system, for 

instance, may schedule tasks using AI techniques and problem solvers, and it can be made accessible to other 

users as a service on a platform with Internet connectivity [25]. 

1.9.IoT-enabled manufacturing 
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Smart manufacturing objects (SMOs), which can sense, connect, and interact with one another to carry out 

manufacturing logics automatically and adaptively, are a cutting-edge idea in IoT-enabled manufacturing, 

which transforms traditional production resources [26]. In IoT-enabled production settings, links between 

humans, machines, and machines themselves are realized, allowing intelligent perception [27]. Therefore, the 

use of IoT technology in manufacturing may facilitate on-demand resource pooling and utilisation. Industry 

4.0 describes the Internet of Things (IoT) as a contemporary manufacturing concept that incorporates cutting-

edge IT infrastructure for data gathering and sharing, which has a substantial influence on the operation of a 

production system. 

1.10.The production of clouds 

The phrase "cloud manufacturing" refers to a paradigm for advanced manufacturing that leverages cloud 

computing, the Internet of Things, virtualization, and service-oriented technologies to turn production 

resources into services that can be widely used and distributed [29,30]. The "manufacturing cloud" is often 

thought of as a parallel, networked, and intelligent manufacturing system where production resources and 

capabilities may be controlled intelligently. It includes all phases of a product's extended life cycle, including 

design, simulation, manufacture, testing, and maintenance. Thus, with the manufacturing cloud, all various 

types of end consumers may get manufacturing services on demand [28]. 

During cloud manufacturing, a variety of production resources and capabilities may be intelligently identified 

and connected to the cloud. IoT technologies like RFID and barcodes can automatically manage and regulate 

these resources so they can be transferred to digital form for distribution. This concept is supported by 

technologies based on the cloud and service-oriented architecture. Thus, manufacturing resources and 

capabilities may be virtualized, packaged, and distributed into a range of usable services [29]. Such services 

may be categorized and aggregated with the aid of well-defined criteria. Manufacturing clouds control a 

variety of manufacturing services and exist in different shapes and sizes. Numerous users may look for, access, 

and employ the qualified services via a virtual manufacturing environment or platform. 

• Ingenious design. The emergence of new technologies like augmented reality (AR) and virtual reality (VR), 

which are developing quickly, will update conventional design and usher in the "smart era." • Intelligent 

gadgets. Design software like computer-aided design (CAD) and computer-aided manufacturing (CAM) may 

communicate with actual smart prototype systems in real time thanks to three-dimensional (3D) printing 

technology coupled with CPSs and AR.  Industry 4.0 may employ smart robots and numerous other intelligent 

things to build intelligent machines that are capable of real-time sensing and interacting with one another. For 

instance, CPS-enabled smart machine tools may gather real-time data and communicate it to a central system 
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that is hosted in the cloud, enabling the synchronization of the machine tools and the services that are provided 

in order to provide smart manufacturing solutions. 

 

Fig. 7. A framework of the Industry 4.0 IMS. 

• Excellent observation. Monitoring is necessary for the proper functioning, upkeep, and scheduling of 

Industry 4.0 production systems. The widespread usage of a variety of different kinds of sensors makes smart 

monitoring possible. 

For instance, it is possible to gather real-time data and information on a range of industrial characteristics, 

such as temperature, power usage, vibrations, and speed. 

• Adaptive management. Industry 4.0 may accomplish high-resolution, adaptive production control (also 

known as smart control) by developing cyber-physical production-control systems. Using a cloud-enabled 

platform to physically operate a variety of smart equipment or devices is the fundamental goal of smart 

control. Customers may switch off equipment or robots using their cellphones [30]. 

• Astute preparation. The smart scheduling layer largely uses the sophisticated models and algorithms to 

extract information from the sensor data. Complex decision architecture and data-driven approaches may be 

used for intelligent scheduling. For instance, to achieve reliable scheduling and execution in real-time. 

1.10. Associated smart manufacturing technologies 
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The efficient fusion of many technologies is a must for smart manufacturing processes. The most notable ones 

are shown in Fig. 8 and described in more detail below. 

1.11.  Integrated technologies 

New techniques for developing, presenting, and engaging with applications, material, and experiences are 

referred to as immersive technology. By combining the senses of sight, sound, and touch, this technology has 

completely changed the digital experience. Virtual reality, augmented reality, and mixed reality are the three 

subcategories of immersive technologies that are now available. In this paragraph, we describe each of their 

contributions to smart manufacturing. 

the online world 

The use of virtual reality (VR) in the industrial industry is growing. Virtual reality technology merges 

computer-generated and simulated movies with real-world activities. Prototyping takes less time and money 

when the design can be seen from the start without the real product. In a simulated target environment, the 

product's uses may also be digitally seen, which increases the potential for product customisation and other 

significant modifications to the product design [41].  

1.12. Virtual reality 

Augmented reality (AR) merges the real and virtual worlds via wearables and mobile devices. An artificial 

environment that digitally observes and analyzes every item and its usage is constructed using a computer 

simulation. In AR devices, the dynamic fusion of different pertinent videos, images, animations, sounds, texts, 

etc. functions as a universal interface to improve human-machine interactions [47]. Using the AR device, the 

operators may evaluate ambient intelligence and react appropriately to manufacturing-related activities in 

real-time. Thus, the information gained may improve decision-making's efficacy and quality, producing 

superior overall results [47]. Additionally, it may be used to create seminars, carry out online training, and 

assess products by looking at their digital prototypes. Standard equipment may be used to deploy AR; 

expensive, highly specialized equipment is not required [49]. Similar to VR, augmented reality technology 

may be used to improve training for new recruits. 
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Fig. 8 illustrates the technologies used in smart manufacturing. 

Through the use of an AR, a technician may quickly see how to dismantle equipment, see how the components 

interact inside, and perform service or repairs without any previous training [48]. When AR is used, industrial 

processes become more productive. A commercial AR tool, for instance, is used by GE Healthcare warehouse 

staff to kit and collect list orders up to 46% quicker. The AR tool's link to a smart warehouse network allows 

the employees to get easy-to-read guidance on where to locate the objects around the warehouse [50]. By 

utilizing the Microsoft AR tool to examine holographic models of certain complex aircraft components and 

the instructions required to manufacture them, Lockheed Martin was able to cut the time needed for 

component assembly by 30% [50]. 

Engineers can benefit from virtual reality and augmented reality (VR and AR) technologies in a variety of 

ways, such as (i) accelerating support for production lines, (ii) helping shop floor operators operate equipment 

more effectively, (iii) providing instruction for assembling components via virtual training, (iv) effectively 

monitoring warehouse activities, and (v) supporting advanced diagnostics integrated into modules . 

Mixed reality (MR), a novel environment where digital and physical objects co-exist and interact in real time, 

combines the real and virtual worlds. The use of MR in the smart manufacturing system is growing, much 

like its equivalents in VR and AR. MR De- vices will provide the maintenance personnel with thorough 

training on the tools they will use. In the virtual world, they work flawlessly. 
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2. Additive manufacturing 

Additive manufacturing (AM), which is basically computer-controlled 3D printing of objects, is a key 

component of smart manufacturing. The creation of samples for R&D in production units is subject to 

limitations. (R&D). The production of these 3D prototypes may be completed much more quickly with the 

right component material composition and design requirements . For research purposes, AM is particularly 

useful for generating complex components rapidly and correctly. This expedites the bulk customization and 

design processes, as well as any necessary revisions in the following stages . In order to better meet customer 

demand, a product's target design, materials, related attributes, and safety measures are improved as a result. 

In a facility with several 3D printing machines, the AM procedure may be remotely handled online and goods 

that users have expressly described can be printed within each machine [41]. Additive manufacturing 

drastically cuts down on both time and cost during R&D. By using 3D printing, it is possible to generate a 

product's designated application area and get insight into how effectively it functions overall. Smaller 

companies and customers could gain from AM's aid in developing innovative concepts and product prototypes 

on their own as self-designers and manufacturers [37]. Online shoppers may purchase designs and then change 

the materials, colors, and other aesthetic features to suit their own preferences. They might simultaneously 

check for equipment and supply availability. As a consequence, customers may purchase specific products 

and submit their ideas promptly [38]. 

2.1.Industrial Internet of Things (IIoT) 

The Industrial Internet of Things (IIOT) is essential in the emerging Industry 4.0. In this method, sensors are 

attached to each stage of a manufacturing line to monitor the operation of the machinery and the results of the 

process. The sensors are connected through the Internet cloud to enable the fusion of all process steps [35]. 

Better production planning is made possible by this integration's smart process management of tool and 

material optimization, preventative maintenance, identifying machine problems, and enhanced human-

machine interaction . With the help of IIoT-enabled interconnected digital supply networks (DSNs), 

conventional factories may become smarter by being more efficient, less expensive, and less risky to operate 

[30]. Manufacturers are able to discover a range of difficulties, which lowers manufacturing costs and delays, 

by utilizing machine learning and big data analytics to gather and analyze the data from all the sensors. The 

IIoT is a crucial part of smart manufacturing and offers various benefits for supply chain effectiveness, 

predicting equipment failure, and quality control [40]. The sensor data is saved in the cloud through an IoT 

connection, where it is further analyzed, integrated with the necessary 242information, and shared with 

authorized stakeholders. IIoT significantly improves industrial outcomes by increasing productivity and 

reducing material waste, enabling speedier manufacturing while maintaining high-quality goods. 
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2.2. AI's impact on smart manufacturing 

Checks for quality 

Quality checks are the most important step in a manufacturing process because they may remove undesired 

goods from the production process before they reach the market. Finding effective ways to do thorough quality 

checks is challenging, however. Manual inspections take time, and since mistakes are certain to happen, they 

may result in inconsistent and subpar product quality. In order to ensure consumer satisfaction and loyalty, 

extremely sophisticated quality checks must be performed across the whole supply chain in addition to 

inspections on the production line. Robots, autonomous machines, and gadgets can view, recognize, and 

analyze pictures autonomously thanks to machine vision, an imaging-based inspection technology. 

Additionally, these gadgets have the ability to autonomously assess product quality and transmit information 

from the assembly line to the warehouse for fulfillment to the distribution center. 

 

Figure 9. Intelligent network slicing management architecture for smart factories, smart energy, and smart 

transportation 

Machine vision combines artificial intelligence, edge computing, and high-resolution smart cameras [47]. AI-

based machine vision systems can identify defects and mistakes in packaging and labeling and, depending on 

the situation, can also take the necessary action. Standard machine vision can detect issues but cannot classify 

them or respond appropriately. AI-based machine learning becomes increasingly effective when more images 

are acquired, the problem is identified, and the proper course of action is then taken. Industry production and 

processing depend on automatic optical inspection (AOI), which is based on machine vision. Research has 

demonstrated that AOI increases competitiveness in addition to product quality and productivity [18]. A 

typical AI-based machine vision setup is shown in Figure 9 with a smart camera that is equipped with the 

necessary sensors and AI integration software. The camera is also connected to a cloud storage of similar 
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images. The system as a whole gets ready to take pictures. The working distance is automatically altered by 

zooming in and out as necessary. This technique is known as pre-processing automation. As the photo is being 

shot, the image processor is processing it. The pictures are prepared at this step by undergoing a number of 

changes, such as converting color images to grayscale and standardizing their sizes. The information gleaned 

from an image is afterwards examined by a number of algorithms in order to create predictions. A large 

number of subpar elements will be disregarded by the algorithm during picture processing. 

2.3. Automated Optical Inspection (AOI) in smart manufacturing 

High-quality quality control is one of the most important components of every production facility in the era 

of Industry 4.0. This is because evaluating the products before they are sold is an efficient way to reduce 

supply chain delays and to maintain high quality standards. Due to its non-destructive methodology, the AOI 

technique is the one that is utilized for exams the most often. (NDT). The human eye is capable of picking up 

electromagnetic waves with wavelengths ranging from 390 to 770 nanometers (nm), and this range is called 

the human visual spectrum. On the other hand, video cameras may be modified to be able to detect a much 

larger range of wavelengths. 

 

Fig. 10. Critical requirements of IIoT applications. 

2.4. AI-Powered AOI 

Electric and electronic device designs have evolved over time, making it more challenging to examine them 

using conventional AOI techniques for quality control. A large amount of image data from successful and 

unsuccessful products is collected by an AI-based AOI system. The built-in algorithm of the AI software can 

efficiently decide where and what to look for thanks to the ruleset-based approach [10]. More precisely 

scanned items are more prevalent. The capacity of high-resolution AI-powered cameras to conduct quality 
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checks at any point along the production line and discover flaws in real-time makes it simpler to locate the 

causes of flaws in the early phases of production [27]. In order to enhance the effectiveness and speed of the 

detection process, manufacturers have lately introduced machine learning and deep learning technologies to 

AOI systems in their smart factory production lines [19]. As a result, AOI enabled by AI enhances yield and 

manufacturing processes while drastically decreasing the amount of human labour [18]. 

 

Fig. 11. Schematic diagram of a basic AOI system 

2.5. challenges with smart manufacturing 

There are always major security threats, regardless of how complex a system is. Even after using state-of-the-

art technology in numerous factories to achieve smart manufacturing, businesses still face a number of 

challenges. There will always be new risks since the foundation of smart manufacturing is a degree of 

technical complexity, integration, and automation that is much beyond that of traditional manufacturing 

processes. Additionally, the lack of agreement on security is unsettling. The rise in cyberattacks on intelligent 

factories demonstrates that even current systems are susceptible to a number of poorly understood security 

risks. Because of this, organisations are ill-prepared to handle contemporary security risks [13]. Small and 
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medium-sized businesses (SMEs) in particular struggle greatly to overcome these obstacles because of their 

low financial resources [14]. 

2.6. Data security  

Data security is necessary for the adoption of smart factories, where IIoT and IoT are commonly used to 

combine operational technology (OT), information technology (IT), and intellectual property (IP) [15]. In 

smart factories, a combination of physical and virtual technology enables interoperability and real-time 

operation. However, cyberattacks are a possibility. There is always a danger of a data breach when data is 

traded online. The misuse of this highly classified information exposes the industrial sector to significant risks 

on a daily basis. 65% of organisations, according to a poll, think that IoT technology mainly raises 

cybersecurity risks [16]. A single attack may completely shut down a smart factory, denying users access to 

real-time data monitoring, predictive maintenance, and supply chain management. 

Therefore, impenetrable cybersecurity is very necessary for smart infrastructures. In a 2019 report by Deloitte 

and the Manufacturers Alliance for Productivity and Innovation (MAPI) on risks related to smart factories, it 

was found that 48% of the factories surveyed viewed operational risks, such as cybersecurity, as their greatest 

threat—one that could easily disrupt production, business, and the market.Along with smart manufacturing 

practises, manufacturers should provide cybersecurity to all employees. Organisations should adopt layered 

security measures to protect all networks and react quickly to outside assaults on IT and OT systems [19]. 

2.7.System Interoperability and Integration,  

Machines in smart factories often include contemporary technologies. However, compatibility issues between 

older and newer devices could exist. The hardest problem is establishing machine-to-machine (M2M) 

connectivity. For instance, modern production systems enable several devices connected simultaneously and 

work best with IPv6 connections, which may not be the case with older models of the equipment [14]. The 

two primary problems with autonomous machine interactions in the context of smart manufacturing are the 

pervasive M2M connections and machine understanding [20]. The absence of a clear understanding of the 

return on investment (ROI) of the new technology also deters firms from making sizable expenditures [11]. 

Furthermore, smart manufacturing is not necessarily improved by the most latestIIoT and AI technology. If 

their real experience providing solutions is researched, it will be much more important to build a successful 

smart factory in addition to bringing new technology hardware and software [22]. The use of these 

technologies ought to enhance the interoperability of systems. The ability of machines to interact with one 

another is influenced by the factors listed below: Even when different versions of software are developed by 

the same manufacturer, compatibility and data transfer are problems. Other problems include inconsistent 

data formats, misunderstood terminology used to communicate data between devices, and IoT connections. 
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fig. 12. Schematic diagram of an AI-powered AOI system 

Smart manufacturing is a key paradigm for the fourth industrial revolution because it holds the promise of 

personalisation according to the end user, improved product quality, and higher factory efficiency. The 

evolution of industrial manufacturing technology and the current status of smart manufacturing, a crucial 

element of Industry 4.0, are both examined in this article. The influence that AI technologies have on the 

whole manufacturing process has been emphasised, and we have also gone into great depth regarding a variety 

of smart manufacturing technologies. Current problems are also mentioned, which may provide academics 

and professionals inspiration for next research projects. 

Manufacturers are deciding to completely automate their factories in order to save labour expenses and 

increase productivity. AI-powered quality checking technology also significantly helps the market's capacity 

to sell the best quality products. Furthermore, innovative concepts like CPS, IIoT/IoT, additive manufacturing, 

and immersive technologies have significantly improved production processes that make use of smart 

manufacturing systems. Since these technologies are not often employed in the majority of industrial 

enterprises, the concept of smart manufacturing varies substantially from the real production system. This can 

be due to difficulties integrating smart manufacturing technologies, a lack of knowledge, and uncertainty 

regarding the returns on such investments. Although the adoption of smart manufacturing may be challenging 

at initially, it may have a significant positive impact on both enterprises and end users. 

http://www.ijarets.org/
mailto:editor@ijarets.org


International Journal of Advanced Research in Engineering Technology and Science                   ISSN 2349-2819 

www.ijarets.org                                                Volume-8, Issue-6 June- 2021                           Email- editor@ijarets.org 

 

Copyright@ijarets.org                                                                                                                                                     Page  39 

3. SMART FACTORY 

Significant improvements brought about by the 5G network slicing enable the continued digitalization drive 

in the Industry 4.0 and smart manufacturing sectors. As a way to provide new services and improve 

operational performance, network connectivity is becoming increasingly crucial for manufacturers. To handle 

the many diverse traffic types, dynamic resource needs, and time-varying utilisation rates that are produced 

by the several applications, factory networks need to be flexible and isolated. The network slicing paradigm 

may create several logical network instances on top of a single network infrastructure by using NFV and SDN 

networking techniques.Each instance has the ability to have its own quality of service (QoS) specifications 

that may be tailored to fit the needs of specific use cases and commercial services. 

3.1.Requirements and Architecture 

A significant element of the transition to Industry 4.0 is the development of smart factories, where machines 

and sensors will produce enormous volumes of data that can be used to coordinate and receive feedback 

almost instantly [14]. The networks of smart factories may become more flexible and have a better QoS thanks 

to network slicing. By creating conceptually independent virtual networks, network slicing enables many 

industrial use cases with varied QoS requirements to be handled simultaneously over the same physical 

infrastructure [18]. However, there hasn't been any in-depth research on the design and management of 

network slices for smart factories. For smart factory verticals, network slice management must take into 

consideration the unique factory network architecture, a variety of resource types, a wide range of network 

domains, and stringent business specification needs, all of which necessitate well-defined management 

models and cunning strategies.  
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Figure 13. shows an example of End-to-End network slicing across several domains in the context of a 

smart factory. 

4.  CASE STUDY 

This section presents a case study of an integrated IIoT-enabled smart manufacturing, smart energy system, 

and smart transportation system. In this case study, we examine an actual candy-wrapping production line in 

a smart factory that has reliable energy supply and management, effective logistics, and quick client delivery. 

As shown in Fig. 14, a three-part end-to-end network slicing with the manufacture of candy wrapping, energy 

supply and management, and logistics and delivery is necessary. Before demonstrating how multi-agent 

reinforcement learning may be used to manage the network slicing for this case study, we will go through 

each phase of this end-to-end network slicing in the parts that follow. 

The candy-wrapping production line includes robot arms, sensors, an RFID reader, RFID tags, security 

cameras, a Raspberry Pi 3B, and a conveyer belt. A 5G base station and an industrial Ethernet with time-

sensitive networking (TSN) [223] capabilities are used to connect them. It is significant to note that the 5G 

base station also contains the NVIDIA Jetson TX2 module, which serves as an edge computing node to 
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process IoT data locally in the factory. To provide the connection required for data collection of candy-

wrapping factory, a network slicing based on the TSNempowered industrial Ethernet and the 5G base station 

is created. The edge computer node will be virtualized, and the network slicing will get enough processing 

power to support the computation required for candy-wrapping production. 

 

Fig. 14. Case study: A manufacturing line for packaging candies 

5. Conclusion 

The industrial industry may benefit from predictive maintenance thanks to the Internet of Things (IoT), which 

uses sensors to track data on a variety of metrics and monitor equipment performance. Machine learning 

algorithms may be used to analyse this data and forecast when a machine is likely to break so that maintenance 

can be planned appropriately. This proactive maintenance strategy may avoid unscheduled downtime, save 

maintenance costs, and increase the overall efficacy of the equipment. By seeing potential faults before they 

develop into significant ones, IoT-enabled predictive maintenance may assist manufacturers in switching from 

reactive maintenance to proactive maintenance. Because it enables proactive maintenance planning, lowers 

costs, and boosts operational effectiveness, predictive maintenance has grown in significance for the industrial 

industry. Because equipment may not always need repair at the specified time, the conventional maintenance 

strategy, which includes scheduling maintenance at defined intervals, sometimes results in excessive 

downtime and maintenance expenses. On the other side, predictive maintenance employs real-time data to 

monitor equipment performance and spot maintenance requirements before they become serious problems. 

IoT is essential for allowing predictive maintenance because it offers the connection and data analytics tools 

required. IoT sensors may be used to gather a variety of data, including temperature, vibration, energy use, 

and more, giving manufacturers a more complete picture of the health of their equipment. Manufacturers can 

forecast possible problems and respond appropriately by employing machine learning algorithms to analyse 
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these data points and find trends and patterns. Manufacturers may save maintenance expenses by employing 

predictive maintenance based on IoT. Manufacturers may save downtime and excessive maintenance costs by 

planning maintenance for when it is truly required, rather than at predetermined intervals. Additionally, the 

expense of emergency repairs and replacements may be decreased by being able to anticipate breakdowns and 

plan maintenance in advance. IoT-based predictive maintenance may have a big impact on the industrial 

industry. Manufacturers may save costs, boost productivity, and decrease downtime by utilising real-time data 

to monitor equipment performance and anticipate maintenance requirements. The potential advantages of 

predictive maintenance are anticipated to become more apparent as IoT develops, enabling manufacturers to 

better their entire operations and optimise their maintenance methods. 
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